TepuropiasbHe ynpaBJIiHHA JlepsaBHOI Cy10BOI aaminicrpauii Ykpainn y YepniriBebKii obaacTi
€JIPTIOY 26295412

OBIPYHTYBAHHSI
TEXHIUHMX Ta AKICHUX XapaKTEPUCTHUK MpPeaAMETa sakynisni [Tocnyry i3 3a0e3neuenHs (yHKLUiOHYBaHHs 3ac00iB
kpunrorpadiuyHOro 3aXucTy inopmatii (115 MicUeBUX 3aralbHUX cyniB UepHirisebkoi o6nacti), po3mipy
610/PKETHOrO NPU3HAUYEHHS, O4iKyBaHOT BApTOCTi MpeMeTa 3aKy i

(onpulOOHIOEMBCA HA BUKOHAHHS NOCMAHOBU KMY Ne 710 6i0 11.10.2016 «ITpo epexmueHe UKOPUCTAHHSL 0€PICAGHUX
Kouimie» (3i sMiHamu).

IMocayrn i3 3a0e3mevyeHHs! dynKuionyBaHHs 3aco0iB KpUnTorpagivyHoro 3axmcry inpopmauii (s
MicLieBHX 3arajabHHX cyiiB YepHiriBcbkoi 0baacTi) - KOA JIK 021:2015 xoa 72260000-5 - [ocayru, noB’si3aHi 3
NPOrpaMHuM 3a0e3nedeHHsIM).

3akyniBJjisi 3apeecTPOBAHA 32 inenTugikaTopom: UA-2026-10-01-010411-a.

TEXHIUYHI XAPAKTEPUCTUKH
(TexHi4Hi BAMOTH 10 HAIAHHS IOCJTyT i3 3a6e3nedenHst PyHKUiOHYBaHHA 32c00iB KpHUNTOrpadivyHoOro 3aXucTy
indopmanii)

1. 3ArAJIbHI BITIOMOCT]I

1.1. HaiiMeHyBaHHA NOCITyr: TOCIYTH i3 3abe3neueHHs (yHKLiOHyBaHHs 3aco0iB KpunTorpahivHoOro 3axucry
inpopmauii, nani — INocayru.

1.2. 3amosHuk: TepuTopianbHe ynpasiiHHs JleprkaBHoT cy10BO1 aaminictpauii Ykpain y YepHiriscbkii obnacTi.

1.3. BukoHaBellb: JlepkaBHe MiANPHEMCTBO «IudopmaLtiiiti cy10Bi CHCTEMM.

1.4. Micue nananus [Tocyr: 3a aapecoro 3aMOBHHMKA.

1.5. Tocayru HanaKThCA BIANOBIAHO 10 TAKUX HOPMATHBHO-MPABOBHX aKTIB:

[ocrofapchbkuit  MPOLECYalbHUNH  KOAEKC Vkpaind, LluBinbHui npouecyanbHUii  KOIEKC Vikpainu, Koaeke
a/IMiHICTPaTUBHOTO Cy104YMHCTBA Vkpainu, KpuminanbHuit npouecyaibHuit koaeke VYkpainu, Koaekc VYikpaiHu npo
aJMiHiCTpaTHBHI MPaBONOPYIEHHA Ta {HIIi 3aKOHOABYI AKTH,;

3akon Ykpainu «[1po 3axuct indopmarii B iHpopMaLifiHO-KOMYHiKaLlIHHUX CHCTEMAX) Bix 05.07.1994 p. Ne 80/94-BP
(31 3MiHaMHK);

[ToJI0XkEeHHS PO aBTOMATU30BaHY CHCTEMY. JIOKyMEHTOOBiry Cyiy, 3aTBEPKEHOTO PillIEHHIM Panu cyani YkpaiHu
Biz 11.11.2024 p. Ne 39 (3i 3miHamu);

[Tops0K BeeHHs €MHOTO 1CPKABHOTO PEECTPY CYAOBUX pillieHb, 3aTBEPIKEHUH piweHHAM Buiof paau npaBocy Aid
Bin 19.04.2018 p. Ne 1200/0/15-18 (3i 3MiHAMMU);

Haka3 JlepkaBHOT Cy/a10BOT aaminictpauii Ykpainu «Ilpo 3aTBep/uKeHHA ranysesoi [lporpamu indopmarusauii
MiCLeBMX Ta anesLiiHuX cyaiB i npoekTy noGyaoBH €11HoT Cy10BOT indopmaLliiiHO-TeIeKOMY HiKaLiHHOT CHCTEMI Bin 14
uepBHs 2022 p. Ne 178;

Haka3s JlepaBHOi Cy10BOi anminictpauii Ykpainn Bin 22.09.2022 p. No 333 «ITpo BU3HAUEHHA aaMiHiCTpAaTOPa» 3i
aMinamu Big 10.11.2023 p. Haka3 Ne523;

Jlanuit nepetik He € BUuepnHiM. BUMOrH 3aKOHONIABCTEA Y kpaiH1, HOpMAaTUBHO-NPABOBHMX Ta HOPMATHBHHMX aKTiB, 1O
CTOCYIOTHCS METH, NPU3HAUEHHS Ta LieH HalaHHs [Mocayr MoKy Tb Oy TH YTOUHEHI.

1.6. Jxepena piHaHCyBaHHs: KOLWTH JlepikaBHOro GrowkeTy YKpaiHu.

1.7. CTpok HajaHHs Mociyr: 3 01.01.2026 no 31.12.2026 BkMo4HO, ane y Oyab-Akomy pasi 10 MOBHOTO BMKOHAHHA
CTOpOHaMHU CBOiX 30008’ A3aHb 3riHO 3 J1oroBopoM.

1.8. [TpusHayeHHs Ta MeTa MOCyr NOJAraloTh y 3abe3neuenni GyHKUiOHyYBaHHs 3ac00iB KpunTorpadiuHoro 3axucry
indopmaii, obir skoi BifOyBaeThCs B paMKax dynkuionysanns €CITC, Peectpy Ta ACJIC, BiAMOBiAHO 1O BUMOT
sakoHoaaBcTBa Ykpainu (3akoH Ykpainn «Ilpo 3axuct inpopmatlii B iHdopMaLLiiiHO-KOMY HIKALLIFHUX  CHCTEMAX) BiNl
05.07.1994 p. Ne 80/94-BP (3i 3miHamu), MiHiMaTbHi BUMOTH 10 3aXHMCTy iHpOpMaLiHHKUX, eIEKTPOHHNX KOMY HiKaLlifHHKX,
indopMauiifHO-KOMY HiKaLliHKX Ta TeXHONOTIUHIX cHCTeM, 3aTBepkeHi [TocTanoolo KabineTy Minictpis Ykpainu Ne 373
Bin 29 Gepesus 2006 p. (3i 3MiHaMM).

1. BUMOI'M A0 HAJIAHHS NNOCJYT

21. BukoHaBeub TOBMHEH 3a0e3nevynTH HaaHHs MOCIyr i3 3abesneueHHs (yHKUIOHYBaHHA 3aco0iB
KpunTorpadiuHoOro 3aXucTy iH(popMaLLii OpraHiB i ycTaHOB CHCTEMHU NMPaBOCY LA, sIKi BKJIIOYAIOTh B cebe:

2.1.1. HanaromkeHHs Ta CynpOBO/UKCHHA rmepenaui naHux Mix OTpUMyBadamu nociyr Ta LlenTpoM 00poOKH AaHMX
(LIOJT), Ak TOYKaMM MiAKIHOUCHHSA, MO KaHajlaM 3B’A3Ky, WO (QYHKUIOHYIOTb B LUMX yCTaHOBaX, Al poboTti 3 3acobamu
kpunTorpadiuHOro 3aX1CTy indopmauii.

2.1.2. Miarpumky npauesaatHocti [lporpamHoro IP-mmdparopa CryptolP VPN ans 3axuileHoi nepeaayi indopmauii
B Mepexi nepesayi JaHuX: =

- HANArOWKEHHs KJIIEHTCHKOrO KOMI'KOTEPHOro 001aHaHHs A1A 3abe3neuents QyHkUioHyBaHHs [IporpamHoro 1P-
wngpparopa «CryptolP-VPN Client/Server» (excreptHuii BucHosok JCC33I Vkpainn Ne 04/05/02-2878 Bin 30.10.2020
POKY);



- HAIArOLKEHHS Ta MiATpUMKa npaue3aatHocTi [porpamuoro [P-wndparopa «CryptolP-VPN Client/Server» 3 meToto
snilicHenns wudpysaHHs nakeTis [P-Tpadiky, iHKancy Lo 3anppoBaHnX NAKETIB B HOBI NakeTH i nepeaady ocTaHHix IP-
wudparopy aboHeHTa (Cy 1, OpraHu i yCTAHOBM CHCTEMM NpPaBOCY LA, IKOMY apecyioThCs JaHi;

- 31iMCHEHHS MOHITOPHHTY CTaHy TyHeiB iuia Ge3neuHoro obmiHy iHpopmauiero 3 LieHTpoM 06poOKH 1aHnX (IO 1)
«11Y Monitop» Llentpy ynpasiinxsa 3acoGamu kpunrorpadiunoro saxucty IP-tpadiky «CryptolP-411D» (excriepTHHIA
BrucHoBok JICC33I Ykpainu Ne04/05/02-3769 Bin 17.12.2021 poky);

- HANAro[KEHHs Ta MIATPMMKA MNpALE3aTHOCTI cepBepHOro oGmajHaHHsA, posrawosaxoro B LIOJL, Ha skomy
dyHKLiOHY€e nporpamHe 3a0e3neueHHs, NPU3HAYEHE Ui CTBOPEHHS LWH(POBAHOTO KaHaty nepenaui nanux IP- mwudparop
«CryptolP-VPN Client/Server» (excrieprhuii BucroBok JICC331 Ykpainu Ne 04/05/02-2878 Bix 30.10.2020 poky);

- HANAroKEHHs Ta MiATPUMKA MPALE3aTHOCTI NMPOrpaMHOrO KOMILIEKCY yMpaBiiHHA cepTH(ikaTaMi BiIKPHTHX
kmouiB «LleHTp renepauii Ta 3anucy kiao4oBuX gaHux CryptolP-403» (ekcrnepTHuii BACHOBOK JICC33I Ykpaitn Ne04/05/02
3029 Bix 17.11.2020 poKy, NOAOBXKEHO BiANOBIAHO 10 €KCMIEPTHOIO BUCHOBKY Bin 25.09.2024 No04/04/02-15989/BH);

- CTBOPEHHS Pe3epBHUX KoMifi cucTeMHux Hanawrysatb (LLOJI) Ta ix BiAHOB/IEHHS B pasi HeoOXiAHOCTI;

- HANArO/KEHHs MPOrPaMHOro 3abe3rnedyeHHsi MOHITOPUHTY MPaLe3NaTHOCTI KaHauliB 3B’A3KY (306ip cTaTUCTHUHMX
MOKa3HUKIB CTaHy TyHeJiB wis Ge3nevHoro ooMiny inpopmauiero 3 LIO);

2.1.3. BcTaHoBJeHHsS Ta HanaromkeHHs Ilporpamuux IP-wudparopis CryptolP VPN, wo posmilieni B opraHax i
ycTaHoBaX cucTeMu mnpasocyaus Kowmm’iotepna nporpama IP- wmdparop «CryptolP-VPN Client/Server» (excnepTHHH
ucHoBok JICC331 Vipainu Ne 04/05/02-2878 Bin 30.10.2020 poky) st KII€HTCbKMX CEpBEPIB OTpumyBayiB MoCHyT.

2.1.4. HanaityBaHHs MOLY/II0 aBTOpH3aLii KOpUCTyBadiB s no0yaoBu WH(POBAHNX kaHaiB 38’ A3Ky «CreuianbHe
nporpamHe 3a6e3neuenns cepepa «CryptoProxy» (ekcrieprhuit BucHoBok JICC331 Vkpainu Ne04/05/02-2879 Bin 30.10.2020
POKY, TIOIOBYKEHO BiNOBIAHO 110 EKCTIEPTHOrO BUCHOBKY Bia 25.09.2024 Ne04/04/02-15990/BH).

2.1.5. HanarokeHHs Ta NiATPUMKa NMPaLE3AaTHOCTI MPOrpamMHOro 3abe3neveHHs ynpasiiHHsa KI04OBOIO CHCTEMOIO
Ta po6OTH 3 HocisMHU Ko4oBOT iHdopmallii «LleHTp reHepaiii Ta 3amucy KIHOUOBMX AaHMX CryptolP-403» (excrnepTHHi
rcHoBoK JICC331 Vkpainu Ne04/05/02 3029 Bix 17.11.2020 poky, NOAOBKEHO BiANOBIAHO 10 EKCMEPTHOrO BUCHOBKY BisL
25.09.2024 Ne04/04/02-15989/BH):

- miaTpUMKa KoHGirypauii kpuntorpadiuHoi CTPyKTYpH icHYrOHOT Mepexi nepesayi JaHMX;

- 3aBaHT@KEHHs | pefaryBaHHs KoH(irypaLii paHilue cTBOpeHOT Mepesxki nepesayi AaHux;

2.1.6. 3aiiicHenHs ynpasiinHs cepTudikataMy BIAKPUTHX KJIHOYiB:

- reepallin cepTudikaTiB BiAKPUTUX KIIOYIB 1A KOKHOro abOHEeHTa mepexi mepepadi manux «LlY Menemxep»
Llentpy ynpaeiinus 3acobamu kpunrorpadiuroro saxucty IP-rpadiky «CryptolP-411D» (excniepTHuit BucHoBok JICC33I
Vkpainu Ne04/05/02-3768 Bin 17.12.2021 poky);

- 36epiranns cepTudikaTiB BiAKPUTHX KIIOUIB;

- OMpALIOBAHHSA 3aMUTIB HAa OTPUMAHHS cepTH(IkaTiB BIAKPUTHX KIIOUIB OTpuMyBayiB MocIyr, 3 AKUMH HEOOXiaHO
BCTAHOBHTH 3'€/IHAHHS,

- 3aMiHa BiZIKpUTKX KIIIOYIB y pasi iX komnpomeTauii abo BTpaTy;

- HaJALITYBaHHA MOJYJIO aBTOpHM3allii KOpPHCTYBauiB s noOynoBu WHbpOBaHHX kaHaiiB 3B’A3Ky «CreuianbHe
nporpamHe 3abe3neueHHs cepepa «CryptoProxy» (ekcrnepTHuit BACHOBOK JICC33I Ykpainun Ne04/05/02-2879 Bin 30.10.2020
POKY, TMOJIOBKEHO BiAMOBIAHO 10 €KCIEPTHOrO BUCHOBKY Bia 25.09.2024 Ne04/04/02-15990/BH).

Micue nepeaaui naganux ITocayr — 3a aapecoto 3aMOBHMKA. (3a aapecaMy MiCLEBMX 3arajlbHUX CY/IB
YepHiriBcbkoi 061acTi).

Crpok Haganusi Iocayr — 3 01.01.2026 no 31.12.2026 (BktouHO). (CTpOK HajaHHs MOCAYr BKasaHWii 3a
dbakToM iX HaJaHHs, 3 YpPaXyBaHHSM IO JaHHi MOCIYTM MOXKYTb OyTH BUKOHAHI BUKJIIOYHO MEBHUM CYO0’€KTOM
rOCIo/IaptoBaHHs).

KinbkicTs Mocayr — 24 nociayru.

Po3mip G10/UKeTHOr0 NPH3HAYEHHS, 04iKyBaHOT BAPTOCTI npeamMeTa 3aKyniBJi.
Bu3HaueHHs 0uikyBaHOT BApTOCTI NpeAMeTa 3aKyMiBii 31ificHIOBANIOCS B pamMKax neperoBOpHOI npoueaypu Ha

YMOBAX 110 J@HHI MOCIyrH MOXKYTh OyTH BUKOHAHI BUK/IOYHO NEBHUM cyG’€KTOM rocrojapioBaHHs. 3axkynisiis
[POBOANTHLCA Ha OUiKyBaHy BapTiCTh 3 ypaxyBaHHAM (akTu4HOi MoTpedy Ta LIiHY Ha JJaHWH BUJL MOCIYT HA MOMEHT
OroJIOLLEHHS 3aKyMiBi Ta KOLITOPUCHUX MpU3HauYeHb Ha 2026p.

OuikyBaHa BapTiCTh CTAHOBHTL - 345 672 rpH 00 Kom. (TPHCTA COPOK I’SITh THCSAY IIICTCOT ciMaecsAT ABi
rpusHi 00 komniiiok) 6e3 ILJIB.

Po3mip 6100scemnozo npusnadenns: Jepoicasnuii 6100xcem Yxpainu, 414 806,40 epn. (wvomupucma
omupnaoyams mucay gicimcom uiicmo 2pugenv 40 koniiox) 3 II/IB.

YnosHoBakeHa ocoda ‘%/ €sreniit HUXKHUK




